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UserGate Proxy & Firewall 6.0 VPN GOST - ceptndunumpoBaHHOe CpeacTBO Mexce-
TEBOI0 SKPaHMPOBaHMs, 6e30MacHOro AOCTyna B UHTEPHeT 1 co3aaHina VPN-ceTei

UserGate CO BCTPOEHHOM CUCTEMON OOHAPYKEHWA BTOPHKEHWN.

PROXY & FIREWALL . o

6.0 VPN GOST MpoayKT NnpeacTaBnseT cobor MHTepHeT-wNo3 Knacca UTM (Unified Threat
TR Management), no3BonsioLnii obecneunBatb 1 KOHTPOAMPOBATL OOLWMI AOCTYN

[

COTPYAHWKOB K UHTEPHET-pecypcam, GUbTPOBATb BPeOHOCHbIE, OMacHble U Hexe-
naTenbHble CalTbl, 3aWKMLLATh CETb KOMMAHUM OT BHELLIHX BTOPXKEHWUI 1 aTak, CO3-
[1aBaTb BMPTYyasibHble CETU 1 OPraHr3oBbiBaTh 6e3onacHbin VPN-gocTyn K pecypcam
CeTV VI3BHE, a TakXKe YNPaBATh WVPVHOW KaHana v HTEPHET-TIPUIIOKEHUAMU.

UserGate Proxy & Firewall 6.0 VPN GOST asnaetca aGpbeKTMBHOM anbTepHaTUBOM
[OPOroCTOSALMM MPOrPamMMHbIM 1 anmapaTHbIM MeXCEeTeBbIM SKPaHam 1 MapLupy-
TV3aTOPaM, MCMOMb3yeMbIM AMA 3aLLUThl KOHOUAEHUMANBHOW MHPOPMALIN 1 Nep-
COHafbHbBIX JAHHbIX B 3aLLMLLEHHbIX CUCTEMAX.

MNpenmyLecTBa NCNonb30BaHNA OcHoBHble GyHKLMN
1. Poccurickas pa3paboTka, 5. [lonHbIN KOHTPOSb = MexceTeBoW 3KpaH
COOTBETCTBYIOWAA nonb3oBaTener NoKaabHON = BcTpoeHHas aHTMBMpPYCHas 3alymTa
Tpe6OBaHVIHM Poccumckoro CeTn N X AOCTYyMNa B UHTEPHET = YcuneHHble MexaHn3mMbl ayTeHTMd)MKaLW”A
3aKOHOAAaTeNbCTBa 6. ﬂ.pyxeCTBeHHbII;I VlHTepd)eVlC . PaCLUleeHHblVl npaﬁBep NAT
2. Hanuune ceptudukata C BO3MOXKHOCTbBIO YAANEHHOrO « VPN-cepsep c KpunTorpadueit
BOCTIK Poccum 1 UEHTPaNM30BaHHOTO « CuCTema 0BHapyXeHIs BTOPKEHII
3. Bbicokun ypoBeHb ynpasneHus
_ = OpraHu3auua [ocTyna B UHTEPHET
6e30mnacHOCTX bnarogapsa 7. Online-ceptndrkalmoHHas .
= QunbTpauuna Beb6-canToB
MCNOMb30BaHWIO COOCTBEHHDBIX noanepxKa
= OrpaHunueHune Tpaduka
MaTeHTOBaHHbIX Pa3pPaboToK 8. becnnatHada TexHuyeckas
= PerynupoBaHve ckopocTu JocTyna
4. He TpebyeT cneunanbHoro noanepKa
obopynoBaHus 9. [locTynHada ueHa * YueT Tpaduka

= Mogynb Be6-CTaTUCTUKY
YcTaHOBKa CepTUULMPOBAHHOIO MPOrPaMMHOT0 obecrneyeHus * bunnunrosas cuctema
UserGate Proxy & Firewall 6.0 VPN GOST nossonseTt cobniopaTb = [Noppeprkka pasfNyHbIX MPOTOKONOB
3aKkoH N2 152 «O 3awuTe nepcoHanbHbIX AaHHbIX».* o

= P & * YnpaBneHue WHPUHON KaHana
= KawwnpoBaHue Tpaduka

= [MoppepxkKa IP-TenedoHUn

a A ATBKC_ entensys MapLupyTusauus

cC O o 7 DHCP-cepsep
My6nunkauus pecypcos

Mpoun3soaunTens: PazpaboTunk:

3A0 «ANTTIKC-CODT» KomnaHusa Entensys * AYAWT 1 NOAPOGHasA CTaTUCTVIKA ACTBNIA
Ten. +7 (495) 543-31-01 Ten. 8-800-500-4032 nosib3oBaTenier N aAMUHUCTPATOPOB
e-mail: sales@altx-soft.ru e-mail: sales@entensys.ru * 3alMLEHHbIN OCTYN B UHTEPHET
http://www.altx-soft.ru http://www.entensys.ru

KoHTponb npunoxeHui

* CoanacHo gpedepanbHomy 3akoHy N 152 «O 3ausume nepcoHasnbHbix OaHHbIX» 8Ce OpeaHU3ayuu OOIKHbI NPUBECMU CBOU UHGHOPMAUUOHHbIE CUCMeMbI 8 COOMBemMcmaue ¢ €20 mpebo8aHuAMU.
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UserGate Proxy & Firewall 6.0 VPN GOST ceptudurimposaH Ha
COOTBETCTBYE TPeOOBAHUAM PYKOBOAALMX fOKyMeHTOB OCTIK
(Toctexkommccum) Poccum:

= «be3onacHOCTb MHGOPMALIMOHHBIX TEXHONOMMIA. KpuTepnm
OLIeHKM 6e30MacHOCTI MHHOPMALIMOHHbBIX TEXHONOTIA»
(Toctexkomuccua Poccum, 2002) (P BIAT);

«TpeboBaHWAM K cMcTeMam OBHapyxeHna BTopeH > (UT.

COB.CA.M3), ytBepxAaéHHbIX Mpnkazom GCTIK Poccum ot
6 nexkabpsa 2011 . N 638 - no 4 Knaccy 3aluTbl;

«CpeacTBa BblUNCAUTENBHON TEXHWKN, MexceTeBble dKpaHbl. 3alynTa

OT HECaHKLIYOHMPOBAHHOTO AOCTYNa K MHdopmMaLmn. Mokazatenm
3aLUMLLEHHOCTY OT HECAHKLIMOHMPOBAHHOIO AOCTYMa» (TOCTEXKOMUCCHSA
Poccum, 1997) (PO} M3)- no 3 Knaccy 3alimileHHOoCTH;

= «3allnTa OT HECaHKLVOHMPOBAHHOTO JOCTYMa K MHbOPMaLmK. YacTb

1. MporpammHoe obecneyeHre CpeacTs 3aLLKTbl MHGOPMaLINY;

«Knaccndukauma no ypoBHIO KOHTPOA OTCYTCTBMA
HeeKNapuPOBaHHbIX BO3MOXHOCTe» ([ocTexkomMmnccma

Poccun, 1999) (P HAB) - No 4 ypoBHIO KOHTPOAA,

UserGate Proxy & Firewall 6.0 VPN GOST MoXeT npuMeHATb-

ca ans 3awutbl TNC* u UCHAR* nioboro knacca (yposHs)
3aLLULLIEHHOCTU.

*TpeboBaHws 0 3aLmTe MHGOPMaALUWK He COCTaBAAIOLLE rOCyAaPCTBEHHYIO TalHy, coaep-

XalLenca B rocyAapCTBEHHbIX MHGOPMALIMOHHbBIX cnucTemax (M. 26 MNpukasa CTIK Poccunm
ot 11 dpeBpana 2013 . N 17).

**CocTaB v cofiepKaHne OpraHm3aLyOoHHbIX 1 TEXHUYECKMX Mep No obecrneueHnio 6eonac-
HOCTW NepPCOHaNbHbIX JaHHBIX MPK KX 06PabOTKe B MHGOPMALIMOHHBIX CCTEMAX NepPCo-
HanbHbIX AaHHbIX (M. 12 Mpwrikasa OCTIK Poccum o1 18 pespana 2013 1. N 21).

patopa UserGate Proxy & Firewall

CepTndnUMpPOBaH B cUCTeMe
cepTndurKauum cpeacTs
3aWwmTbl HGOpMaLK

N POCC RU.0001.016100

Y1o HoBOro B UserGate
Proxy & Firewall 6.0 VPN GOST?

be3onacHocTb

= [lonHoueHHbIn VPN-cepsep

¢ wudposanviem no FTOCT 28147-89

¢ ncnonb3osaHvem CK3W Kpunrollpo CSP
= Cuctema obHapy»xeHus BTopxeHni (COB)
= O6HOBNEHHas TEXHONOTUA

KOHTEeHT-GunbTpaLmm

bbicTpogencTeme
M NPoOnN3BOAUTENIbHOCTb

= BricokoaddekTnBHan 6a3a faHHbIx Firebird
= YBenuueHvie KayeCcTBa UHTepHeT-TenedoHnn
= CuctemMa yBeJoMIeHNI

0 KPUTUYECKKX COOBITUAX

Yno6cTBO 1 oNTUMMU3ALNA
pabotbl

YrpoLlLeHHble TUMbl aBTOPM3aLIMN
nonb3oBaTenen

MNoanep»Kka AnanasoHa nopTos

N MHOMeCTBa CEPBIMCOB MNP
ny6nvKaumm pecypcos

CoBpemMeHHasa bUnInHroeas cucTema
Pabota c VLAN 1 dparMeHTVPOBaHHbIMM
nakeTamn

Moanepka coeanHeHnin keep-alive
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Avira Settings
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