" I- UserGate Proxy & Firewall WS

UserGate Proxy & Firewall npeactaBnseT cobom yHVUBepCanbHbI MHTEPHET-LWI03, MO3BOAAIOLUI 0becneunBaTb
1 KOHTPOMMPOBATb OOLIWIA JOCTYN COTPYAHNKOB K TOKaNbHbIM U UHTEPHET-pecypcam, punstposatb FTP- v HTTP-
TpaduK, a TakKe aAMUHUCTPUPOBATL CeTb KOMMaHMN.

MpoayKT ABnAeTcs 3GGEKTUBHOMN anbTepHaTVBOM [OPOrOCTOAWEMY NMPOrPAaMMHOMY 1 anmnapaTHOMy obecrneyeHmio
VI NpeaHa3HaueH A5 UCMob30BaHKsA B KOMMAHWAX Manoro 1 CpeaHero busHeca.
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KomnnekcHasa 6e3onacHOCTb Ypo6cTBO aMUHUCTPUPOBAHNA
= TPOMHaA aHTUBMPYCHAA 3allmMTa = DHCP-cepBep
= MexceTeBow 3kpaH = MapwpyTtmnsauna
= Cuctema npepotepalleHua BTopxeHur (IDPS) = YpaneHHoe adMUHUCTPMPOBaHNe
= VPN-cepBep: nHUUMaUMA 1 NoAAePHKKa COeANHEH N = [lybnmkauma pecypcos
= QunbTpauma Beb-cantos = ObbegnHeHne opuncos
KOHTpONnb n MOHUTOPUHI OnTuMmnsaumna nHTepHeT-Tpadurka
= OrpaHuyeHmne CKopocT o = OpraHu3aLusa obuiero JoCcTyna B MHTEPHET
KOHKPETHbIX MNOb30oBaTenen » KewwnposaHvie Tpaduka
" COBpeMeHHaﬂ 6VU_|J_||/|H|—OBaﬂ cncTteMa . |_|O)J,):Lep>|<l<a |P-T€J‘Ied)OHI/II/I
" Entensys URL Fl|terlng 2.0 " ﬂpOKCI/I—CepBepbl ans
= KoHTponb npuioxeHuni Pa3NYHbIX MPOTOKOSOB
= [bKadA cucTema NpaBws, NOMb30BaTENEN 1 rPYyNM = PacwupeHHbin gpansep NAT
= Monynb Be6-CTaTUCTUKM = PaboTa C HECKONbKMMI NMPOBanaepamm

Ceptudpukauyma OCTIK n ®Cb

HoBasa ceptnduumposaHHasa Bepcua UserGate Proxy & Firewall
VPN GOST cootBeTcTBYeT pAgy TpeboBaHmii:

CepTUUHLMpOBEHO

= K CucTeMamM OBHapYKEHNA BTOPKEHWIA,
= KMeXCeTeBbIM 3KpaHaMm (Mo 3 Knaccy 3aLuTsl), \ (DCT3K PQ(CMM

® KOTCYTCTBUIO HEAEKNAPUPOBAHHbIX BO3MOXHOCTEN U T.4.

B npomyKT Takxke BCTpOoeHa cepTuduumpoBarHHas OCH kpunto-
3awwta Kpunrollpo ¢ noaaepxkort TOCT-wndpoBaHuA.
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OnTumMmu3auma UHTepHeT-TpadmKa

UserGate Proxy & Firewall no3sonsaet opraHv3oBate o0Lmi AOCTyn

B MHTEPHET COTPYAHMKAM KOMMaHWK C MOMOLLbIO PaCLUVPEHHOrO
npavsepa NAT nnv npokcu-cepsepa. MNpoayKT cnocobeH paboTaTb
C HECKOMbKMMM NPOBaiepamn B Liefisx onTuMm3aumnmn notpebneHms
UHTEPHEeT-TpadyrKa 1 CO3AaHNA BO3MOXHOCTY MepekKioYeHs Ha
pe3epBHbIN KaHan.

NonaepxKa NPOTOKONOB IP-TenedoHnV No3BONAET BOCMONb30BATb-
cA npermyulectBamn VolP-pelernin 4na CO3AaHNnA Ha X OCHOBE
COBPEMEHHOM KOMMYHWKALVIOHHOW MHQPACTRYKTYPbl KOMAAHWN,

s aawAHCTDaTOpa UserGate Prasy and Firewall
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Y1o HOBOrO?

besonacHocTb

= [lonHoueHHbIn VPN-cepBep: noaaepxka
1 CO3[aHune coeguHeHni

= CucTema npenoTepalleHna BTopkeHui (IDPS)
= OOHOBNEHHAA TEXHONOMNA KOHTEHT-OUABTPALNM

BbicTpogencTBue n Npon3BOANTENIbHOCTb
= BbicokoaddekTrBHanA 6a3a aaHHbIX Firebird
= YBenuueHve KayecTBa NHTepHeT-TeneGoHUM
= CucTema yBeJOMAEHNI O KPUTUYECKMX CODBITUAX

Ypo6cTBO 1 onTUMM3aLus paboTbl
= YNpOLeHHbIe TUMbl aBTOPKU3aLIMN MOIb30BaTeNein

= [opfepxka AnanasoHa NopToB 1 MHOXECTBA
CepBUCOB NpK NyonMKaLuy pecypcoB

= CoBpeMmeHHasa BUNNMHroBas cnuctema
= Pabota ¢ VLAN v dparmeHTMpoBaHHbIMM NMakeTamm
= [lognepxka coeauHeHni keep-alive

KomnnekcHas 6e3onacHoOCTb

UserGate Proxy & Firewall obecneunBaeT KomnnekcHyto
6e30MacHOCTb NTIOKaNbHOW CeTV MOCPEACTBOM BCTPOEH-
HbIX aHTUBMPYCHbBIX MOAYNEN, Pa3paboTaHHbIX Bedy VMM
BeHZOpamy B 06MaCTV aHTUBMPYCHbIX MPOTrPaMMm -
Jlabopatopwen Kacnepckoro v Panda Security. Cuctema
3aLMTbl OT BPEAOHOCHBIX MPUNOMKEHNI CKAHVPYeT BCe
TUMbI CETEBOTO TPAdKKA, BKtOUas noyToBsbI, HTTP

n FTP-Tpaduk, Ha ypOBHE MHTEPHET-LLIMIO3a.

[poAyKT OCHaLeH nofHoueHHbIM VPN-cepsepom,
CNOCOOHBIM MHNLMMPOBATL M MOAAEPKMBATb CylLe-
CTBYloUWMe coefjHeHNA. Kpome TOro, B MPOrpamMmMHOM
pelweHnn Entensys peanrsoBaHa cucTeMa 3allmTbl OT
BTOPXKEHWU (IDPS).

Entensys URL Filtering 2.0

Entensys URL Filtering 2.0 ocHOBaHa Ha 1CMob30BaHNUM
O[]HOVI 13 Camblx OOMbLLINX 6a3 canToB (500 MAH.), NOKPbI-
BatoLLiel BCe BUAbLI PECYPCOB, BKIIHOUAA CalTbl C COMHUI-
TeNbHbIM KOHTEHTOM, MPAKTUYECKM Ha BCex A3blkax. ba3a
COAEPKNT TaKKe MHTEPHET-PECYPChI C BDEJOHOCHbIMM

nporpaMmmami, CaliTbl SKCTPEMMUCTCKOTO, HAUMOHANNCTH-
UEeCKOro COAepPKaHnaA 1 T.A.

Ya06CcTBO aAMUHUCTPUPOBAHUA

UserGate Proxy & Firewall BkniovaeT B ceba DHCP-
cepBep AnA AUHAMUYECKOro Ha3HadeHua IP-agpecos
B JIOKaNbHOM CeTu 1 GyHKUMIO MyOnvKaLumn pecypcos,
KOTOpas flaeT BO3MOXKHOCTb MOMyYnTh OCTYM U3BHE
K pecypcam KOMMaHum BHYTPW NIOKanbHON CeTu.

CD)/HKLll/Iﬂ MapwpyTn3aunn NO3BONIAET NepeaBaTb
OaHHble MeXXAYy ABYMA JIOKaIbHbIMV MOACETAMN.

CepBep UserGate Proxy & Firewall MOXHO afgMUHUCTPU-
POBATb YAANEHHO, NOAKOUAACH K HEMY 113 11000 TOUKM
MVPa, UTO 0beCrneymBaeT BO3MOXKHOCTb 0ObeAVHEHNA
HEeCKOMbKIMX OPMCOB OAHON KOMMaHMN.

KOHTpOﬂb N MOHUTOPWHI
UserGate Proxy & Firewall no3sonsaet ocyllectnaTh:

= KOHTPOJb AOCTYMa B UHTEPHET
COTPYAHVIKOB 1 VX TpYMM;

= 3hdeKTVBHYIO GUABTPALMM SNEKTPOHHbBIX PECYPCOB
nocpeacTsom moayna Entensys URL Filtering;

= KOHTPOJ1b I'Ipl/IJ'IO>KeHl/Il7I, YCTaHOBJIEHHbIX
Ha KOMMbOTEPAX nosib3oBatenen.

[NoapobHble CTaTUCTNYECKIME OTUETHI O AEMCTBIAX COTPYA-
HWKOB B CETY IOCTYMHbI Kak B KOHCOMM afIMUHMCTPATOPa,
TaK v (ynaneHHo) NOCPeACTBOM UHTepHeT-0pay3epa.
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