CooTBeTcTBYE TPe6OBaHMAM
3aKkoHopgaTtenbcTBa PO

"UserGate UTIV

KoHTponb focTyna B UHTEPHET, ynpaBneHne Tpadprnkom
1 3aLMTa OT COBPEMEHHbIX Yrpo3

MakcumanbHasa
6e30nacHOCTb ceTn

UserGate UTM obecneunBaeT KOMMIeKc-
HYIO 3aLWWMTY OT MHTEPHET-YIPO3 B EANHOM
pelleHnn B COOTBETCTBUM C KOHLIEN-
umeit Unified Threat Management.

MpopnyKT obecneynsaeT 6e30MacHOCTb
CeTV OT BHELWHWX BTOPXKEHWI 1 aTak,
BVPYCOB, ULIWHTA, TDOAHOB, Kelnorre-
POB U APYr1X BPDEAOHOCHbBIX MPOrpamm,
a Takxke No3BoAAeT PUNLTPOBaTh OMac-
HbI 1 HEraTUBHBIN MHTEPHET-KOHTEHT.

UserGate UTM moxeT 3dPpeKTUBHO 3ame-
HUTb HECKOMBKO APYT1X MPOAYKTOB,
obecneyrBasn NONHOLEHHYIO ceTeylo be30-
NacHOCTb, ynpasneHvie TPadnKom 1 MOHUTO-
PWHI OeNCTBUM NONb30BaTeNA B HTEPHETE.
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be3sonacHocTb
3N1eKTPOHHOW NOYTbI

UserGate UTM obecneunBaeT Kaue-
CTBEHHY!O 3aLLWTY OT Yrpo3, CBA3AHHbIX
C 3NEKTPOHHOW MOYTON, 1 paboTaeT C
MOObIMM MOYTOBBIMM CEpBEPAMU. TaKM
006pa3om, MPOAYKT NO3BOAAET NOSHO-
LIeHHO MCMoNb30BaThb GYHKLMOHAN TOro
WAV MIHOTO MOYTOBOTO CepBepa 1 B TO
e BpemdA NosyyaTb BCe NperMyLLecTBa
OT VICMOMb30BaHWA AOMONHUTENbHbIX
byHKUMI Mo 6e30MacHOCTH U MOHUTO-
PUHTY. BcA 3arpy»aeman aneKTpoHHan
noyYTa NPOBEPAETCA Ha CMaM U BUPYChI,
MPY 3TOM MCMOSb3YIOTCA Pa3nnyHble
METOAbI JeTeKLMM, UTO MNO3BONAET YAyY-
WINTb Ka4eCTBO 1 CKOPOCTb 0OPabOTKM.

3awwuTa ot yrpos
HOBOIO MNOKOJIEHNA

UserGate UTM obecneumsaeT ry6o-

K aHan13 KOHTEHTa, YTO B COUYETaHUM

C MICNONb30BaHWEM PenyTaUMOHHbIX
CepB1COB NO3BOMAET ONIOKNPOBaTL pabo-
Ty OMACHbIX CKPWUMTOB 1 Pa3HOOOPa3HbIX
HeraTMBHbIX MPUIOXKEHWI. TeM CaMbim
NpOoayKT 0becrneurBaeT yullyto 3alunTy oT
TaK Ha3blBaeMbIX YrpO3 «HYNeBOro Yacay,
a Takxe No3BONAeT NpeaoTBPallaTh Hapy-
LIeHue NPYBaTHOCTM NOJb30BaTeNs CO
CTOPOHbI PA3MYHBIX MOUCKOBBIX MALLNH,
COLManbHbIX CETEeN 1N APYTVX KOMMAHNUI.

UserGate UTM pacnosHaeT BKtoueHve
B KO/} CaliTOB PEK/IaMHOIO KOHTEH-

Ta Hanbonee 1N3BeCTHbIX BaHHEPHDBIX
ceTelt ¥ NO3BONAET X ONOKMPOBAT.

Advanced
- Threat
Protection

YnydlwieHune KayecTsa
VMHTepHeT-gocTyna

[InA HenpepbIBHOrO BbINOMHEHNA GY3HeC-
3a/ay KpaliHe BaxHO 0becrneunTb Haaex-
HOCTb PabOThl MHTEPHETA, 3aLLKTY OT 0bbIX
cboeB OCHOBHOIO MHTEpPHeT-KaHana v aBTo-
MaTMyeckoe nepeksioueHre Ha pe3epBHbIi
kaHan. UserGate UTM obecneywsaeT Bce

3TU BO3MOXKHOCTW, @ Takxe yCKopAeT paboTy
MHTepHeTa C MOMOLLbIO UCMONb30BaHUA QyHK-
UMN K3LUMPOBaHWA. [pOAYKT Take No3Bo-
NAeT rapaHTMpPOBaTbh HEOOXOANMYIO LNMPUHY
KaHana ana paboTbl KPUTUYHO BaXKHBIX MPUIO-
XKeHWI 1 obecneunTb KOHTPOSb 3a
MCMOMb30BaHNEM NMPOrPamMm ¥ CEPBICOB,
CBA3AHHbBIX C HTEPHETOM, MOBbILLIAA KaYeCTBO
1 6ecnepebOHOCTb PaboTbl MHTEPHETA.
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YeTbipe annapaTtHbIX NaaTtpopmbl

Moppepxka VMware, Hyper-V, Xen, KVM

[lo 10 ['6/c B pexkiMe MeXKCeTeBOro sKpaHa

Bo3moxxHOCTb Knacrepusauumn

MNoppepxka High Availability

WHTepHeT-6€30MacHOCTb
B €4VMHOM peLueHnn

lMpounsBopuTeNnbHOCTb
1 OTKa30yCTONYNBOCTD,
He ycTynaioulas 3apy6exHbiMm

aHajsoram

ExXeaHeBHOe 06HOBNEHNE
6a3, appeKkTBHaA 60pbba
C HOBbIMU Yrpo3amum

3awuTa oT cnexeHus

n c6opa nHpopmauumn

CO CTOPOHbI 3apy6eXHbIX
VHTEepPHET-KOMMaHWIA

O npopykre

UserGate UTM obbeguHaeT mexce-
TEBOW 3KPaH, CUCTEMY OOHAPYKeHWSA
BTOPXKEHMI, 3aLUMTY OT BPELOHOCHbIX
NPOrPaMMm ¥ BUPYCOB, CUCTEMY KOH-
TEHT-OUNLTPALIMN, CEPBEPHBIA aHTH-
cnam, VPN-cepsep n apyrue dyHKUMM

B eVHOM peLleHnV, yaobHOM Ans yCTa-
HOBKM 1 alMUHWUCTPUPOBAHNA.

B npoayKTe peanv3oBaHbl BCEBO3-
MOXHble GYHKLMYW, bonee BocTpebo-
BaHHbIE KPYMHbIMM OpraH13aLmamm.

K HMM OTHOCATCA KOHTPOMb AOCTYNa,
OCHOBaHHbIM Ha MAEHTUOMKALMIN MOSb-
30BaTesnd, banaHCMPOBKa Harpy3Ky,
yrpaBeHvie NONOCON MPOMYyCKaHNA,
npenoTBpaLleHne yrpos, aHanms SSL,
PaCNo3HaBaHMe NMPUOKEHWIA 1 Apyrue.

UserGate UTM ABnseTcA Wo30BbiM
peLleHreM, KOTopoe no3sonaeT obe-
cneynTb 6e30MacHOCTb KOPNOPaTHB-
HOW CETN OT BHELLHWX MHTEPHET-Yrpo3,
obecneynTb ynpaeneHue Tpadrkom

W WWMPUHOW KaHana, KOHTponvpo-

BaTb NOMWTMKM JOCTYMNa B MHTEPHET

1 UCMONBb30BaHNE MHTEPHET-MPUOKE-
HUI, a TakKe obecneunsaTb Ge3omnac-
HOCTb 3M1EKTPOHHON NouThl. B npoaykTe
pean3oBaHa BO30XKHOCTb «r1yb6oKoro
aHanm3a Tpaduka» (DCI - Deep Content
Inspection), YTO AaeT BO3MOKHOCTb
3GbeKTMBHO 6OPOTHCA C MPOABKHY TbI-
MV IHTEPHET-Yrpo3ami, B TOM Uncne

C «<yrpo3amu HyNeBOro AHA», a Takke
3allpLLaeT Nosb3oBaTenel OT crexe-
HVA 1 HEraTMBHOW peKfambl.

UserGate UTM nocTaBnaeTcs B Buae
BUPTYaNbHOro 06pasa Unu Kak npo-
rPaMMHO-aMNMapPaTHOrO KOMMAEKCA.
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be3onacHOCTb ceTu 1 3awnTa OT CeTeBbIX yrpos

OG6HapyxeHune
N NpepoTBpalLeHne BTOPXKEHUI

Croikan 3awunTa
OT COBpPEeMEHHbIX yrpos3

Cuctema obHapyxeHWa v NpeaoTBpaLeHns
sTopxeHnii (IDPS - Intrusion Detection and
Prevention System) no3sonseT pacnosHa-

BaTb BPEJOHOCHYIO aKTVBHOCTb BHY TPV CETU.
OCHOBHO 3aflavelt CUCTEMBI ABNAETCA OOHapY-
KeHWe, MPOTOKONMPOBaHVE 1 NpefoTBpalle-
HU1e Yrpos3, a Takke NpefoCcTaBneHvie OTYETOB.

UserGate UTM crnocobeH obHapyxuBaTb B 3arpy-
»KaeMbIX CKpMMTax 1 daitnax Kak M3BeCTHbIN, Tak

1 10 CUX NOP HEW3BECTHBI BPEAOHOCHBIM KOA.
MPOAYKT Takxke MOXKET Pacrno3HaBaTh TPaduK,
CBA3aHHbIM C yNPaBNEHNEM U KOHTPOMEM 3a COBpe-
MEHHBIMM MOCTOAHHbBIMI YIPO3aMK Ha OCHOBE
MOMEHTaIbHOTrO ONpPeAeneHuns penyTaumnm Gannos.

Ynyql.uel-wle npounsBoanTeNIbHOCTU N HAOEXHOCTU MHTEePHEeTa

I'Ion,n,ep)KKa pe3epBHOrro KaHasa Bbicokas OTKa30yCTOI‘/'I‘-II/IBOCTb

UserGate UTM obecneyrBaeT BO3MOXKHOCTb
nepekNoUYeHUA Mexy AOCTYNMHbIMA NHTEPHET-
KaHanamu OT pa3fiMyHbIX MPOBaNAEPOB, UTO
MO3BOMAET CYLIECTBEHHO MOBBICUTb HAAEXKHOCTb
1 OTKa30yCTOMYMBOCTb MHTEPHET-AOCTYNA.

DyHKLMA BBICOKOW OTKa30ycTonumBocTM (High
Availability) no3sonseT kapanHanbHO CHU3UTb
PWICKM, KOTOPblE MOTYT BO3HMKATb B CBA3M CO
cboamMK B paboTe anmnapaTtHoOro obecneyeHus,
Ha KOTopoMm ycTaHosfeH UserGate UTM.

YnpaBneHue TpapuKomM 1 KOHTPOJIb AOCTYNa B UHTEPHET

KoHTponb
JOoCTyna B MHTepHeT

NpeHTndunkauma
nosib3oBaTtesien

UserGate UTM obecneurBaeT KOHTPOSb PaboThl
BEO-NPUNOXKEHWI 1 IOCTYMNa B UHTEPHET C NMOMO-
Wbl CO3AaHWA NPABWI, OCHOBAHHbIX Ha MepPCOo-
HaNM3MPOBaHHOM NONNUTUKE. ITO 0becrneymBaeT
Pa3HOYPOBHEBbI JOCTYN K CETEBLIM pecypcam

1 NO3BONAET PacnpeaenaTh LMPWHY KaHana
MeXy Pa3NNUHBIMM MPUIOKEHUAMM 11 CEPBUCAMM.

UserGate UTM nopaepkmBaeT ayTeHTUdUKaLMIO
nonb3oBaTenei 1 NpUMEHEHNe K Nosb30BaTeNAM
NpPaBUN MEXCETEBOIO SKPAHNPOBAHNA, KOHTEHTHOM
brnbTpauUMn, KOHTPONA NPUNOXKEHWI C MOALEPKKON
TaKNX CPEACTB M MPOTOKO/OB ayTEHTUMKALWN, KaK
Active Directory, Kerberos, RADIUS, LDAP, noeHtnéoun-
UVpYeT NoMb30BaTeNeln TePMMHabHbIX CEPBEPOB.

KoHTeHT-punbTpaumna n KOHTPOsb NPUNIOKEHU

AHanus KOHTeHTa KoHTponb npunoxeHui

DYHKUMA KOHTPONA MPUNOKEHWI HA OCHO-

Be 0OHOBIAEMbIX 633 CUrHATYP MOXeT ObiTb
1CMOSb30BaHa B NMPaBUax MEXCETEBOrO 3Kpa-
Ha 1 NPaBUIax NPOMYCKHOM CMOCOBHOCTI. ITO
06ecrneymBaeT 3alnTy OT Yrpo3, CBA3HHbIX

C NPOrpPammamut, UMeLLIYMI JOCTYN B UHTEPHET.

UserGate UTM ocylilectenaeT Mopdhonoru-
YeCKM aHann3 Beb-CTpaHuL Ha Hanuune
onpefeneHHbIX CI0B 1 CJI0OBOCOYETaHWI. ITO
MO3BONAET KOHTPOMMPOBATb AOCTYM K KOHKPET-
HbIM pa3fesnam caiiTa, He 6110KMpyA pecypc
LENIMKOM Ha YPOBHE KaTeropuu uiv AoMeHa.

A Takxe:
MOHUTOPUHT 1 CTaTUCTUKA V My6nukayua YnaneHHoe
B peasibHOM BPeMeHN pecypcoB agMUHUCTPUpPOBaHMe

Opyrue pyHKUMM:
= MexceTeBon 3KpaH

= YnyyweHHan
aHTUBMpPYCHaA 3aLmTa

Opyrve ¢pyHKLMN:

= YnpasneHue Tpadpukom,
6anaHcMpoBKa KaHana

= KswwupoBaHue

Opyrve ¢pyHKLMN:
* YnpaBneHvie Tpaprkom

= lNopaepxKa KoHUenuun
BYOD (Bring Your
Own Device)

= [Nogaep’kka BpeMeHHbIX
(Transient) nonb3oBaTtenemn

Opyrue ¢yHKUMN:

= KoHTponb ncnonb3oBaHmA
coumanbHbIX ceTen

= [ewndposaHme SSL

= BnokupoBKka 6aHHepoOB,
BCM/IbIBAOLLMX OKOH
N CKPUMTOB CIIEXEHNA

V DHCP-cepBep
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