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O6HapyxeHue NomnbIToOK
HEeCaHKLMOHMPOBAHHOWM NepenpoLLIMBKM

MpenMyLLecTBa MO6UIbHBIX YCTPOWCTB ANs 6U3HECA OYEBUAHDI:
OHW MOBBILLAIOT NPOAYKTUBHOCTb PAabOTbl COTPYAHMKOB,
NO3BONAS MONYUYNTb AOCTYMN K MHPOPMaLMM OTOBCIOAY

n B Nto6oe ygobHoe BpeMs. B TO ke BpeMs MObUbHbIe
YCTPOWCTBA, MCNOMb3yeMble B pabounx Lenax (BYOD),
NPeACTaBNAOT 60MbLUYIO ONACHOCTb A5 6€30MaCHOCTH

KoHTenHepusaumsa npuioxeHnn
AHTU-Bop

MopTan caMoo6CnyXnBaHMs
LleHTpanmnsoBaHHoOe ynpasneHune
peleHnem

e Be6-koHconb

KOMIMaHWN.

Kaspersky Security ang Mo6uibHbIX yCTPOMCTB, BK/IKOYatoLLEe
nepenoBble TEXHONOMMM KOHTPOJIS, 3aLLMTbl U YNpaBeHus,

obecrneymBaeT 6€30MacHOCTb U HaEXXHOCTb MCMOb30OBaHUA

MNoanepxuBaembie NnaTtopmbl:

e Android™
* iOS®
« Windows® Phone®

OCHOBHbIe BO3MOXXHOCTU

MepepoBas 3awmTa MO6UIbHBIX YCTPOUCTB

KonnyecTtso BpeaoHocHoro MO ans MO6UNbHbLIX YCTPOMUCTB
pacTeT no akcnoHeHTe: ¢ 2015 no 2016 rog a3ta undpa
yBeM4Mnach B TpM pasa. YMcno nporpamm-sbiMoraTenen,
pPacCYMTaHHbIX Ha YCTPOMCTBa Nof ynpasneHnem Android,
Bo3pocno B 2016 roay B yeTbipe pasa. Kaspersky Security
AN MOBWIbHBIX YCTPOWCTB COYETAET 3aLLUMTY OT BPEAOHOCHOTO
MO ¢ aHanM30M yrpo3 Ha OCHOBE O6/1a4YHbIX TEXHOOT M

1 BO3MOXHOCTSIMW MALLMHHOIO 06y4eHMs. DTO NO3BONSET
yCneLwHO 60POTHCS C N3BECTHBIMU, HOBBIMM 1 CIOXHbBIMM
yrpo3amm.

YnpaBneHne Mo6ubHbIMU ycTpoicTBamu (MDM)

B peweHnn focTynHbl rpynnoBbie noanTukmn ang Android,
iOS n Windows Phone, no3sonstoline co3gasatb

WAV aKTVBMPOBATb MPaBWiIa MCMONb30BaHNS NapOEN,
wnoposaHus, Bluetooth n kamepbl. C NOMOLLbIO KOHCONM
YMPaBlEHN MOXHO MOAyYaTb OTYETbl 06 YCTPOMNCTBE

N YCTAaHOBNEHHbIX MPUNOXEHNAX. VIHTerpaumus co Bcemmn
BeAyLWMMM NnaTGopMamm yrnpaBaeHus MO6UIbHbIMMK
YCTPOMCTBaMW MO3BOSET BbINONHATL YAaNEHHOE

CMapPTPOHOB U MNAHLIETOB B PabOYMX LIENSIX.

pa3BepTbiBaHWe 1 yripasneHue MO (OTA), nosbiwas
yAO6CTBO NCMOb30BaHUS U 06neryas agMUHUCTPUPOBaHME
NoAAEPXKMBAEMBIX YCTPOWCTB.

YnpaBneHne Mo6unbHbIMU NpunoxeHusmu (MAM)

KoHTenHepm3aLumns No3BONSET XPaHUTb KOPMOPaTUBHbIE

N INYHbIE AaHHblEe Pa3feNbHO Ha OAHOM YCTPOMCTBE.
KopnopaTuneHble AaHHble, COXPaHEHHbIe B 6€30MacHOM
KOHTEMNHepPE, MOXHO WNGPOBATb M 3aLLUMLLATb MapOIEM.

B cnyyae yxona coTpyaHuKa U3 KOMMaHUM agMUHUCTPATOPR
MOXET NPOBECTUN BbIGOPOUHYIO OUNCTKY AaHHbIX.

LleHTpanMsoBaHHOE ynpaBneHue

Kaspersky Security ang Mo6UnbHbIX yCTPOMCTB MO3BONSET
ynpaBasaTb MOGUIbHBIMW YCTPOMCTBAMM U3 TOM XKE KOHCONN,
KOTOpast UCMNOJb3yeTCs A OCTasbHbIX PaboYMX MECT:
Kaspersky Security Center nnu Kaspersky Endpoint Security
Cloud. NMpocMOTp AaHHbIX Ha YCTPOMCTBaX, CO3aaHne

N aAMUHNCTPUPOBAHME MONUTUK, OTMNPaBKa KOMaHA,

Ha YCTPOWCTBa U COCTaB/IEHNE OTHETOB — BCE 3TO JOCTYMHO
13 eIMHOW, MPOCTOW B MCMO/b3OBaHNN KOHCONW YMNPaBiaeHUs.



BO3MOXXHOCTHM 3alUUTDbI U AAMNHUCTPUPOBaHNA

MHoroypoBHeBas 3awuTa ot BpegoHocHoro MO

CouyeTaHme NPOAKTUBHBIX O61a4HbIX METOLOB O6HaPYXEHWS
N aHanM3a C TPaANLUMOHHBIMKN TEXHONOTVSAMIN Ob6ecneynBaeT
3aLUMTY OT U3BECTHbIX, HOBbIX Y KOMMIEKCHbIX YTPO3.
[TpoBepkM MO TPEHOBAHMIO 1 MO PACMMCAHMIO 1 aBTOMATUYECKME
OGHOBNEHNS MOBbLILWAT 3PGEKTUBHOCTb 3aLLUMTHI.

3awumTa ot (pVILLIVIHFa n cnama

MoLHble TexHONornmM 60pbbbl C PULLMHIOM U CMIAMOM
3alUMLLIAIOT YCTPOMCTBA M AaHHbIE Ha HUX OT QULLMHIOBbIX
aTaK 1 MOMOraloT OTOUILTPOBbLIBATb HEXENATE/IbHblE 3BOHKMN
M TEKCTOBbIE COOBLLIEHMS.

3awmTa OT UHTEPHET-Yrpos

Cetb Kaspersky Security Network (KSN), naHHble koTopow
O6HOBNAIOTCS B PEXMME PEASIbHOTO BPEMEHW, CYXKUT
OCHOBOW A1 HAAEXKHOM 1 6€30MacHON TEXHONOTU
Be6-PunbTpaLnK. Ha ycTponcTBax noa ynpasneHmem
Android Be6-dunbTpaums nocTynHa B 6pay3epe Chrome™,
a ang nnatdopm iOS n Windows Phone noctyneH
6e3onacHbI 6pay3ep «Jlabopatopunmn Kacnepckoro».

KoHTponb npunoxeHumn

KoHTpOnb NpUnoxeHuin NO3BONSET pa3peLInTb
NCMNONb30BaHWE TONbKO MPUNOXEHUN, OLOBPEHHbIX
aLMUHUCTPaTOPOM. [Nonb3ysick KOHTpoOneM NpunoxeHu,
aAMWHUCTPATOPbI MOTYT NMOJY4aTb AaHHbIE 06 YCTaHOBNEHHOM
[1O n ycTaHaBAMBaTb HYy)XKHble NpuUAox)eHus. VIHTerpaums

¢ KSN ynpollaeT co3aaHue YepHbIX U 6ebix CIMCKOB

1 ynpasaeHue Nmmn.

O6Hapy)XeHue NonbITOK HeCaHKLLMOHUPOBAHHOWM
nepenpoLInBKY

PelueHre o6HapyXnBaeT nepenpoLLnTbie yCTPOMCTBa
1N OroBeLLaeT aAMMHUCTPATOPA, KOTOPbIN MOXET
3a610KMPOBATb 3TU YCTPOWMCTBA UM BbIMONHUTD

Ha HNX BbIGOPOYHYIO OUMCTKY.

www.kaspersky.ru
#WNcTnHHasbe3onacHoOCTb

Kak npno6pectu

Kaspersky Security ans MO6UAbHbLIX yCTPONCTB MPOAaeTcs
OTAENbHO, @ TakKXXe BXOAUT B COCTaB CNeAyoWmMX peLleHmi:
o Kaspersky Endpoint Security ans éusHeca Cloud;

o Kaspersky Endpoint Security ans 6usHeca CTaHAapTHbIN;
» Kaspersky Endpoint Security ans 6usHeca PacluMpeHHbI;
o Kaspersky Total Security ansg 6m3Heca.

KOHTaKTbl NapTHEPOB Bbl MOXETE HAaWTU Ha CTPaHMLEe
www.kaspersky.ru/find_partner_office

© AO «JlabopaTopus Kacnepckoro», 2017. 3aperncTpnpoBaHHbIEe TOBApPHbIE 3HAKM
V1 3HaKM OBCNYXKMBaHWS SIBASIOTCS COBCTBEHHOCTBIO MX NpaBoo6nasaTeneit. Microsoft,
Windows Phone 1 Exchange ActiveSync — ToBapHbie 3Haku Microsoft Corporation,
3apernctpupoBaHHble B CoeanHeHHbIx LLTaTax AMeprku v B Apyrux cTpaHax.
Android n Chrome — ToBapHble 3Haku Google, Inc. iOS — 3aperncTprpoBaHHbIN
B CLUA v B opyrux cTpaHax ToBapHbi 3Hak Cisco. KNOX — 3aperncTpmpoBaHHbiit
B CLLUA v B Apyrunx cTpaHax ToBapHbIt 3Hak Samsung Electronics Co., Ltd.

KoHTenHepusaumnsa npunoXxeHnm

TexHONorns KOHTEMHepU3aLMM NPUIOKEHWIN NO3BONSET
pa3aensaTb KOPNopaTUBHbIE W IMYHbIE AAHHbIE U MPUMEHSTb
[OMONHUTEbHbIE MOMUTUKN (TakMe Kak LWndpoBaHMe) Ans
3alUMTbl KOHOUAEHUMANbHBIX AaHHbIX. ECM COTPYAHWK pewmnT
MOKMHYTb KOMMaHWIO, laHHbIE B KOHTEMHEpax MOXHO 6yaeT
YAANNTb, @ IMYHYIO MHPOPMALMIO — OCTaBUTb.

AHTN-Bop

CpeAacTBa yaaneHHOM 3almTbl 06eperatoT KOpropaTUBHYIO
MHbOPMaLMIO, AaXe eCV YCTPOWCTBO MOXULLEHO UK YTEPSHO.
JocTynHbl cpeacTBa onpeneneHns MeCTOHaXOXAEHS

1 6/IOKMPOBAHUS YCTPONCTBA, BbIGOPOYHOM MM MONHON
OUYNCTKM, OTCNeXmBaHMs SIM-KapTbl, CO3aaHUs TalHOro GoTo
M aKTUBALLMM TPEBOXHOTO CUTHana.

YnpaBneHne Mmo6unbHbiMK ycTponcTtBamu (MDM)

Bnaronaps nonnepsxke Microsoft® Exchange ActiveSync®,
iOS MDM 1 Samsung KNOX™ BO3MOXHO cO3aHMe eaMHbIX
AW PasfesnbHbIX MOANTUK AS KaXXA0W NAaTdOopMbl
(HanpuMmep, obs3aTeNbHOE WNdpPOBaHKE, obs3aTeNbHOE
NPVYMeEHEHWeEe Napons, NpaBunia UCMoJb30BaHUS KAMepbI

n HacTponku APN/VPN). Cepsucel Android for Work
NO3BONAOT CO34aBaTb KOPNOPATUBHbIE MPOPUN, a TaKXKe
YyNpaBafaTh 6U3HEC-MPUIOXKEHUAMM N YCTPONCTBAMMU.

MopTan camoo6cnyxmBaHus

[MopTan nosBonseT nepefaTb NOBCELHEBHbIE 33434
ynpaBneHus 6e30MacHOCTbIO M PErMCTPaLMIO OA06PEHHbIX
YCTPOWCTB COTPYAHWKaM. [py NOAKNOYEHNM K CETU HOBOTO
YCTPOWCTBa BCe Tpebyemble CepTUOUKATbI MOTYT AOCTABNASATHCS
aBTOMATWYECKM Yepes nopTan. B cnyyae notepu yCcTponcTea
COTPYAHMK MOXET CaM BbIMOJIHNTb BCE HEOBXOAMMbIE
OEeNCTBUA ANS 3aLUmTbl MHOOPMaLMN.
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