KASPERSKY SECURITY
Ana CUCTEM XPAHEHUA LAHHDbIX

BbicokosgppexkTuBHaAS 3awmTa
LJ15T HOBEULUUNX CETEBbBIX CUCTEM XPAHEHWS JaHHbIX

B coBpeMeHHbIX IT-mHdpacTpykTypax BpeaoHOoCcHOoe MO MOXeT pacnpoCTpPaHATbCA C OFPOMHOMN
CKOPOCTbIO. B yCnoBMaX NOCTOSAHHO PaCTYLLErO YNCNA YrPO3 OANH-EANHCTBEHHbIN 3apPaXXeHHbIN
dann, NonasWKM B XPaHWINLLE, MOABEPraeT PUCKY KaXKAbl y3e KOPropaTUBHOM CETW.

Kaspersky Security ona cuctem xpaHeHWsa AaHHbIX O6ecrnevymBaeT HagEeXKHYIO, BbICOKO-
3PDEKTUBHYIO M MaCLITAabUPYEMYIO 3aLLUTY LLEHHOM U KOHPUAEHLMANbHOW KOPNOPATUBHOMN
MHPopMaLmMK, xpaHawencs B cnctemax EMC™ (Isilon™, Celerra™ 1 VNX™), NetApp, Dell™,
Hitachi HNAS, IBM System Storage N n Oracle® ZFS Storage Appliance.

MPEMMYLLIECTBA PELLUEHWA

* 3almTa CUCTEM XpaHeHWs JaHHbIX
EMC, NetApp, Dell, Hitachi, Oracle
n IBM ot BpegoHocHoro MO B pexume
peanbHOro BpemeHu

* YcuneHue 3almThbl C MOMOLLbIO
ob6nayHow penyTauMoHHOM 6a3bl yrpo3
Kaspersky Security Network (KSN)

« MNopaep)ka aHTUBMPYCHOTO areHTa
Celerra (CAVA), a TakxKe NPOTOKONOB
RPC n ICAP

* 334241 NPOBEPKN KPUTUYECKNX
obnacten

« [M6Kas HacTpolKa NapaMeTpoB
NpPOBEPKU

* MacwtabupyemocTb
M OTKa30yCTOMUYNBOCTb

* ONTUMM3aLMA UCMONb30BaHUS
CUCTEMHBIX PeCYpCOB

* 3almMTa TEPMUHATIbHBIX CEPBEPOB
« [Noppeprkka knacTepos

¢ CepTndumKaT COBMECTUMOCTHU
¢ VMware

¢ TexHonoruu iSwift n iChecker
NS ONTUMM3aLLMM aHTUBUPYCHOM
NPOBEPKU

* YripaBneHue c nomolpto Kaspersky
Security Center

* OT4eThbl 0 paboTe peLleHus

« [Nopaeprkka MPOTOKONOB
SNMP/MOM

OCHOBHbI€ BO3MOXHOCTHU

BCECTOPOHHAA 3ALWLNTA B PEXXMME PEAJIbHOITO BPEMEHU
[MocTosiHHas NPOAKTVBHAS 3alLMTa CETEBbIX YCTPOWCTB XpaHeHUs AaHHbIX
(NAS). MoulHoe aHTH1BMpYCHOE A0p0, pa3paboTaHHoe «JlabopaTopuen
Kacnepckoro», MpoBePSET Kaxabi Gakin Mpu ero 3anycke UM U3MeHeHnn
Ha Hanu4mMe BCex BUAOB BpeaoHOCHOro O, B TOM YUCne BUPYCOB, YepBeM
M TPOSHLEB. PacluMpeHHbIV 3BPUCTUYECKI aHanM3 NO3BOASET YCNEWHO
BbISIBNATH JAXKE HOBbIE U HEM3BECTHbIE YIPO3bl.

ONTUMN3ALNA NMPON3BOOUTEJSIBHOCTU

BbicokoaddeKTVBHas NPOBEPKA C MCMOAb3OBAHMEM ONTHMU3NPOBAHHOM
TEXHONOMM CKaHMPOBAHUS U BO3MOXHOCTBIO TMOGKOM HAaCTPOMKM UCKIKOYEHMIA
113 NPOBEPKM OBECNEUYMBAET MAKCHMaTbHbIN YPOBEHL 6€30MaCHOCTH NPW
MVHVMabHOM BAUSHUM Ha PaboTy CUCTEMbI.

BECMEPEBOVHAS PABOTA

MckmounTensHas OTKasoyCTOMYMBOCTb AOCTUIAETCA 6Narofaps TECHOM
NHTErpaLmnm 1 CNaxeHHoM paboTe BCEX KOMMOHEHTOB. DTO CTabWUIbHO
paboTaloLLee peleHne, KOTopoe B Ciy4ae NPUHYAUTENBHOTO 3aBepLUeHa
PabOoTbl aBTOMATUHECKM Nepe3anyCcKaeTca, 0becneymBas HaaexHyo

1 HEMPEPLIBHYIO 3aLLMTY.

MPOCTOE YIMNPABJIEHUE

YCTaHOBKa W HAaCTPOWKa 3aLLI/Tbl CEPBEPOB MPOM3BOAATCS YAANEHHO,

6e3 HeO6XOAMMOCTW NMepe3arpy)kaTb CUCTEMY. YIpaBieHWe NpUNoXKeHUEM
Kaspersky Security ons CUcTem XpaHeHWs AaHHbIX, @ TaKXKe APYTIMM PeLLEHUIMM
«JlabopaTopmm Kacnepckoro» OCyLIECTBASIETCH C MOMOLLBIO €AMHOW KOHCOM
Kaspersky Security Center ¢ NpoCTbIM, UHTYUTUBHO MOHATHBIM MHTEPOENCOM.

MBKO HACTPAMBAEMOE CKAHUPOBAHWE

[M6KO HaCTPaMBAEMOE CKaHUPOBaHKME MOMOMET BaM 3aLLUMTUTb KOPrOPATUBHYIO
CETb U OMTUMM3BUPOBATL Harpy3Ky Ha cepaepbl. Bam JOCTYMHO MHOXECTBO
HaCTPOEK CKaHMPOBAHMS, B TOM YMChe MYy6KMHa 3almThl OT BpeaoHocHoro MO

M TUMbl GaNNOB, KOTOPLIE HEOBXOAMMO CKAHUPOBATD MK, HANPOTKB, CKaHMPOBATb
He HY>HO.



Kniouesblie pyHKLUMU

HEMPEPbLIBHAA MPOAKTMBHASA 3ALLNTA

Mepenosoe aHTMBMPYCHOE 90p0 «JlabopaTopum Kacnepckoro», cosfaHHoe BeAY MMM MVDOBbIMU 3KCMEpTamMm

B o6nacTu IT-6e3onacHoCTK, obecneunsaeT aGGEKTUBHYIO MPOAKTUBHYIO 3aLLUMTY OT HOBbIX M MOTEHUMaNbHbIX YrPO3
C MOMOLLbIO MOLLHbIX MHTENNEKTYaNbHbIX TEXHONOT M O6HAPYXKEH WS,

ABTOMATUYECKME OBHOBJIEHUA
AHTUBMPYCHblE 6a3bl OBHOBAMOTCS aBTOMATUYECKM 63 HEOOXOAMMOCTI NPEPbIBAThL MPOBEPKY, YTO MO3BOASET
06eCneunTb HEMPEPLIBHYIO 3aLLUMTY M CHU3UTbL Harpy3Kky Ha aaAMUHUCTPaTopa.

NCKTKOYEHUE MPOLIECCOB M3 MPOBEPKW N AOBEPEHHbLIE 30OHbI

[6Kas HACTPOWMKa CKaHMPOBAHMS MO3BONSIET CO34aBaTh Tak Ha3blBAEMbIE «[JOBEPEHHbIE 30HbI», KOTOPbIE MOTYT ObITh
NCKJTIOYEHBI 13 MPOBEPKM, Hapsdy C onpeaeneHHbIMN GopmaTamMii Ganios 1 MPOLIECCaMM, TaKUMM KaK pe3epBHOe
KOMMPOBaHME.

OBJIAYHASA 3ALLUNTA OT YIPO3
O6bnadvHasa penyTaumoHHas 6a3a aaHHbIx Kaspersky Security Network (KSN) noMoraeT 3HauuTenbHO BbICTpee BhiSBNAThL
BpenoHocHoe O 1 no3ongeT 06e30MacUTb CUCTEMBI XPaHEH WS AaHHbIX OT YrPO3 HYNEeBOro AHS.

AAMUHUCTPUPOBaHUE

LUEHTPAJIMU3OBAHHAA YCTAHOBKA U YTIMPABJIEHUE

YnaneHHas yCTaHOBKaA, HAaCTPOWMKa U aAMWUHNUCTPMPOBAHME, B TOM YMCAE OTMPaBKa YBEAOMAEHWI, YCTaHOBKa OGHOBNEHNI
1 GOPMMPOBAHME AETANbHbIX OTYETOB, OCYLLECTBAAIOTCS YEPE3 eAMHYKO KOHCONMb yrpaBneHus Kaspersky Security Center ¢
VHTYWUTUBHO MOHATHLIM MHTEPPENCOM. KpOME TOTO, BO3MOXHO YNPaBNeHME C MOMOLLbIO KOMaHAHOW CTPOKM.

PA3OENNEHWE MPAB AODMNHNCTPATOPOB
AAMUHNCTPATOPaM MOXHO MPUCBaMBATb Pa3IMYHbIE MPaBa Ha OCHOBE PONEN B COOTBETCTBUM C TPEHOBAHUAMM
KOPNOPaTUBHOM NOANTUKM I T-6€30MacHOCTM.

FT'MBKASA MPOBEPKA N ONMTUMUN3ALNA MPOUN3BOAUTENIbHOCTHU

LLInpoKMe BO3IMOXHOCTM NPOBEPKM MO3BOASIOT COKPATUTh BPEMS MPOBEPKM U HACTPOMKM, YTO CNOCO6CTRYET
cbanaHCMpPOBaHHOMY PacnpeaeneHMo Harpy3Kkmn 1 oNTUMM3aLIMM PaBOTbl CEPBEPOB. AAMUHUCTPATOP MOXET
HacTpameaTb rMy6UHY, O6bEM M BPDEMS CKAHWMPOBAHMUS, 33/1aBast TUMbl GaliIoB 1 06NacTU, KOTOPLIE HYXAAOTCS

B NpoBepke. [MpoBepky NoO TPeHOBaAHMIO Takke MOXHO 3aMNaHMPOBaTh 3apaHee, Ha3HauYMB ee Ha NepUO HU3KOM
aKTMBHOCTM Cceprepa.

No4aEPXXKA BCEX OCHOBHbIX MPOTOKO/10B
Kaspersky Security Ang cUCTeM XxpaHEHUS laHHbIX MOAAEPKMBAET OCHOBHbIE MPOTOKOSbI, MCMONb3yEMbIE PA3TNYHbBIMMN
cncTemamm xpaHeHusa gaHHeix — RPC 1 ICAP, a Tarkoke aHTUMBMPYCHbIM areHT Celerra (CAVA-areHT).

TMBKAA CNCTEMA OTHETOB

PaboTy NpUNoXeHUs MOXHO KOHTPOAMPOBATb, MCMOL3YS HarNgAHble OTHETHI, @ TaKXKe MPOCMATPUBAs XXyPHaN COObITUN
Microsoft Windows® unm Kaspersky Security Center. IHCTpyMeHTbI MOMCKa 1 cUCTeMa GUILTPOR MO3BOASIOT HBLICTPO
nonyYaTb AOCTYM K HY>KHbIM AAHHbBIM B XXYypHanax 601b6Woro o6bema.

KAK MPUOBPECTU

Kaspersky Security ons cvctem xpaHeHWs AaHHbIX MOXHO MPUOBPECTU Y KOMMaHWIN- NONPOEHEE:
napTHepa «Jlabopatopun Kacnepckoro». KoHTakTHas nHdopMaLms 1 agpeca A :
MapTHEPOB NPeACTaBNEHbI Ha Halem canTe B pasaene kaspersky.ru/find_partner_office kaspersky.ru/business
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