ai UserGate il server

UserGate Mail Server - 310 poCcCUIACKI MOYTOBbIN CepBEp, ABAAIOLMNCA KO-
HOMMYHOV 1 MPOCTOW B yNpasneHun anstepHateon Microsoft Exchange.
MpoayKT pas3paboTaH Ana Manoro 1 cpefHero bnsHeca 1 NpefoCTaBAAET aHTU-
BUPYCHYIO U aHTUCNaM-QUABTPALIMIO SNEKTPOHHOM NOYTbI, @ TakKe LUIKMPOKUI
Habop GYHKUWI, CBA3aHHbIX C OpraHmn3aumen paboTbl 3N1EKTPOHHOM NOYTbI.

Yno6Hoe B ynpaBneHumn
pelieHne Ha 6a3se
OCWindows

UserGate Mail Server - 3To NoYTOBbIN
cepBep, ABNALMACA anbTepHaT-
Bow Microsoft Exchange v gpyrum
NOMNyNAPHbIM NOYTOBbIM PELLEHVIAM.
MponyKT obnaaaeT MOy bHOM
CTPYKTYpOW, uTo obecneyvBaet
BbICOKYIO HA[IEXXHOCTb PaboThbl Mpu
3KOHOMHOM MOTPEebNeHUY CUCTEM-
Hbix pecypcoB. UserGate Mail Server
NpOCT B YCTAHOBKe U B aAMUHNCTPWI-
POBaHMK, YTO AeNaeT BO3MOXKHObIM
MCMOMb30BaHMe NPofdyKTa KoMma-
HUAMI CaMOTO Pa3HOro pasmMepa.
MponyKT obecrneunBaeT KOMMNaHKM
CpeaHero v mManoro brsHeca BCem
HeobxoAnMbIM QYHKLVOHANOM

015 obecneyeHma 6e3onacHoCTu

N OPraHV3aLnm KoprnopaTUBHOM
nepermncku.

e

UserGate Mail Server

NMopapep’kka HECKONbKNX
NOYTOBbIX K/INEHTOB

UserGate Mail Server nossonset
1CMOSMb30BaTh OObIE MOYTOBbIE KNN-
eHTbl Takue, Kak, Hanpumep, Windows
Mail, Outlook, Thunderbird 1 Eudora.
Tak1m 06pa3om, paboTa NoYTOBOro
cepBepa OCTaeTCs He3ameTHOW [1a
nosb30BaTesNel, KoTopble MOryT Npo-
JO/KaThb MCMONb30BAHME MPUBbIUHBIX
MOYTOBbIX MPUNOXEHNI. B mobom
ClyyYae BO3MOXKeH [JOCTYM K nouTe
yepes CO6CTBEHHbBIN BEO-KNNEHT
(UserGate WebMail), 4yto moxeT

6bITb YAOOHBIM 1A [OCTYMa K MoyTe
C MOBUITIBHBIX YCTPOMCTB, TaKMX Kak
MAaHLLeTbI.

DNS-based filtering KASPERSKY g

Statistical filtering
Cloud antispam
Cloud antivirus

besonacHocTb
3NEeKTPOHHON NOYTbI

BcTpoeHHble MOZy M aHTUBUPYCHOW

1 aHTUCNam GUnbTpaLMmM obecneynsaroT
CepbesHyto 3alWTy OT COBPEMEHHbIX
UHTEPHEeT-yrpo3. PaboTa AaHHbIX Moaynen
OCHOBAaHa Ha VCMosb30BaHK 001a4HOro
CepBuCa, CofePKalLllero CUrHaTypbl BCEX
aKTyasbHbIX CNaM-PacChiOK ¥ BUPYCOB.
UserGate Mail Server cnocobeH obecne-
UMTb 3aLUTY He TONbKO OT BMPYCOB, HO

1 OT GULLINHIA, @ TaKXKe OT PasfNUHbIX CXeM
MOLLEHHWYECTBA, OCHOBAHHbIX Ha METOAax
COUMANbHOW NHXMHepUW. [TpOAYKT Takxke
CKaHWPYeT BCe CChIfIKM B COOBLLeHMM, MPo-
BepAa 1x 6e30MacHOCTb. 3anaTeHTOBaHHas
TeXHOMNOMMsA NOWUCKa Crama B NMoYTOBOM
Tpaduke RPD (Recurrent-Pattern Detection)
obecneunBaeT ypoBEHb AETEKLMM CNamMa
0oKoNo 99%, NnoaaepKmBan KpamHe HN3KNN
YPOBEHb NTOXKHOIO CPabaTbiBaHWsA - MeHee,
4yem ogHo Ha 1,5 MUIMOHA COODLLEH M.

CKauyBaHue NoYTbl C
HEeCKONbKNX OMEHOB

B UserGate Mail Server peanvsoBaHa
BO3MOXHOCTb O6BEAVHATD MOUTY

C HECKOMBbKMX JOMEHOB, BK0YadA yueTHble
3anmncy CepBrcoB 6eCMNaTHON NEKTPOH-
HOW MouTbl, Takmx Kak mail.ru, yandex.

ru, gmail.com, hotmail.com, nouToBbI
aKKayHT NpefocTaBnaemMbli UHTEpHeT-
npoBangepom v T.4. lNpeacTaBneHHbIn
bYHKUMOHaN NO3BONAET MHTErPUPOBATb

1 NePeHOCUTb B OfIMH MOYTOBbIN AWK
noboe KoNMYeCTBO BHELIHNX afPECOB.
[Mpv MUFPaLIMNM C OAHOFO MOYTOBOrO Cep-
Bepa Ha ApYron CylecTByeT BO3MOKHOCTb
nosyYyaTb MOYTY C YCTapeBLUMX YUETHbIX
3anucen.

MopaepKa pasnnyHbIX
MOYTOBDbIX K/INEHTOB

3awuTa OT HeXxenaTesbHOMN
nouTbl

OenernpoBaHue
aKKayHTOB

be3onacHOCTb 31eKTPOHHOMN
nouTbl

O npopaykre

UserGate Mail Server - 310 nonHo-
GYHKUMOHaNbHbBIA NOYTOBbIN cep-
Bep, obecrneurBaloLLMiA yrpaBneHmne
KOPMOPaTUBHOWM 3N1EKTPOHHOM
MOYTOW, €e XPaHeHKe, 3aLnTy OT
cnama v Bupycos. NpoayKT nogaep-
MKMBAET KOHLIEMLINIO MCMOSb30BaHNA
COOCTBEHHOrO YCTPOKCTBa (Bring
Your Own Device - BYOD), a Takxe
NpenocTaBnseT Takom QyHKLMO-
Has, Kak pe3epBHOE KOMMPOBaHMe
COObLeHNI, MOAAEPKKY PaboTbl

C BHELWHUMM MOYTOBbIMM ALLIMKA-
MW, B TOM Ymcne 1 6ecrnnaTHbIMN
(mail.ru, yandex.ru, gmail.com v gp.).

OcHOBHble PpyHKLMN

- yﬂpaBﬂeH\/le AOMeHamMn

* CvHXpOHM3auma c Active
Directory (LDAP)

= YnaneHHbIn 4oCTyn

= [locTyn K nouTe uepes BEO-KANEHT
= YnaneHHble yyeTHble 3anmncu

= CNWCKM paccbinkm

= [VbKada cucTema npasun

= [logpepka NMPOTOKONOB
SSL, POP3s, SMTPs 1 IMAP

= AHTVBMPYCHas 3alMTa
= O6nayHble aHTUCMaM M aHTUBMPYC

= Cepble CNUCKN AN1A
60pbObI CO CramMom

= [lHamMnuecknin «<4epHbIn
Cnncok» IP-agpecos cnamepos

= TexHonornv unsTpaunm ana
obHapyxeHwua cnama: tarpitting,
SURBL, DNSBL, RHSBL, SPF 1 Bayes

= ApPXVBMPOBAHME AaHHbIX
= [lpy’KecTBeHHbIN nHTEpdeiic

= HeT cneundnyeckmx
TpeboBaHWM K annapaTHOM
1 MPOrPaMMHOM YaCTAM

= ObnayHble TeEXHOMOr N

= 3arpy3unK NouTbl
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OyHKuymoHanbHocTb UserGate Mail Server

[MoyToBbLIN CepBep obnagaet
MOJYIbHOWM CTPYKTYPOW, UTO
NOBbILLAET OTKa30yCTONUMBOCTD
npofyKTa.

UserGate Mail Server noanepxu-
BaeT MHTerpaumio B AomeH Active
Directory, Tem cambiM 0bneryas
3afavy aaMUHUCTPNPOBAHWA
CUCTEMBI.

[TOMKMMO 3TOrO NPOrpPamMmmHoe
peLeHVie No3BONAET NCMOMNb30-
BaTb CMMUCKM PACChINKKM, QYHKLMIO
«ABTOOTBET» N MHTErPaLMIO

c IMAP-nankamm.

AoMUHUCTPUPOBaHKe UserGate
Mail Server BbinonHseTcs vepes
BeO-KOHCOMb aAMMHUCTPATOPA.

BcTpoeHHbI BeO-KnmneHT

NpeaoCTaBfAeT BO3MOXHOCTb MOHO-
LIeHHOW paboTbl C NouTol Yepes Hpaysep,
B TOM UKCSle, CO BCTPOEHHbIM MIaHUPOB-
WMKOM 3afjay 1 Npasmnamm 06paboTku
COOOLLEHNUI.

DyHKuWs «[lenervpoBaHue» No3eonset
OTKPbITb PYIVM MOMb30BaTENAM AOCTYH
K KOHKPETHOMY MOUYTOBOMY SALLVIKY Yepes
BEO-KNNEHT.

UserGate Mail Server no3sonaeT 3arpyatb
nouty ¢ Modbix POP3-akkayHTOB 1 pacnpe-
AENATb NOMYYEeHHblIE MMCbMa MO ALLMKaM
nonb3osatener. OyHKLMA «3arpy3umK
nouTbl» yaobHa AnA NPOCMOTPa MYHOM

1 KOPMOPaTUBHOW NOUTbI C 6ecnnaTHbIX
AUMKOB (Hanpumep, @mail.ru, @yandex.ru)
W C OPYIVX BHELIHVX CePBEPOB.

UserGate Mail Server nogaepxvBaeT HECKOJIbKO METOL0B GUbTPaL MM cnama:

= dunbTpaumna Ha ocHose DNS (DNSBL, RHSBL, Backscatter, MX, SPF, SURBL),
= dUNBTPaLMA Ha OCHOBE PacrpeAeneHHOro OHMaiiH cepaica (0bnayHblil aHTCnam),
= dUNBTPaLUMA Ha OCHOBE CTaTUCTUKM (COBCTBEHHAA peanw3auma dunsTpaumum baiieca).

Kpome a7oro, UserGate Mail Server BbinonHaeT koHTponb SMTP Ha cooTseTcTBME RFC,
MO3BOJIAET OrPaAHNUNTb MAKCUMASbHbI Pa3mep NMCbMa, MakCUMabHOe KOMYECTBO

nonyvarenem n T.n.

€ 2 € [} 192.168.30.50/admin/
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O6nayHble aHTUCNAM U
aHTUBUPYC

MakcrmanbHas
3aluMTa OT cNama

[na aHTVBMPYCHOWM NPOBEPKN CO0bLLEe-
HWI B MPOrpamMMHbIV MPOAYKT BCTPOEHb
moaynu ot Kaspersky Lab 1 Panda
Software, a Takxe Mofysb 06nauHbli
AHTUBUPYC. AHTVBMPYCHbBIE MOAYN
MOryT OblTb MCMOb30BaHbI Kak Mo
OTAENbHOCTW, TaK 1 OAHOBPEMEHHO,
BbINOMHAA NOC/e10BaTENbHYIO MPOBEPKY
MOYTOBbBIX COOOLLEHWIA.

Apx1BaLMA MOYTOBbIX COOBOLLIEHWI
MO3BONAET COXPAHATL KOMUKM BCEX
NOCTYNaloLMX COObLIEHN ellje A0
BbINMOMHEHNA aHTVCMAM- 1 aHTUBUPYC-
HoW dunbTpaumn. Konunmn coobLieHwmi
NOMeLAloTCA B CNeLranbHyto narky.

B HacTponkax apxmBaLmm MOKHO
BbIOPATh HanpaeneHue (ToNbKO BXO-
AALlIMe, TOMbKO 1cxofsLmne nnm oba
HampaBneHVs) 1 yKa3aTb afpeca UCKIo-
yeHuin. MNpu HeobxoarMoCTu, dansbl

13 Narnku apxnea MOXHO NePeMecTuTb

B Manky ouyepen BXOAALMX COOOUIEHNI.
B 3TOM Ciydae NoYTOBbIN CEPBEP BbINOI-
HWT NOBTOPHYI0 06PabOTKy 1 1OCTaBKY
COOOLLEHWI.

Bknagka «KypHan coobuieHnin» B KOH-
conn agMmnHucTpaTopa UserGate Mail
Server npefocTasnaeT MHopmaLmio
000 BCex CoobLLeHMAX, 06paboTaHHbBIX
cepBepoM. AIMMHNCTPATOP MOYTOBOrO
cepBepa MOXeT UNLTPOBATb CTaTu-
CTMKY MO faTe, Mo CTaTycy 00paboTKu
(nocTaBneHo/3abnoKMPOBaHO) N

no afpecy coobleHna, MOMeCTUTb
COOBLIEHVE B «YEPHbIN» MW B «Oesblin»
CMAUCOK, MOMETUTL COOBLLEHMEe Kak Cram
WAV BBIMONHUTD «MPUHYAUTENbHYIO»
[OCTaBKY.

UserGate Mail Server npepoctasnaet
NHbOPMaLIMIO 060 BCEX COODLLIEHNAX,
06paboTaHHbIX MOYTOBbIM CEPBEPOM.
MOHUTOPVIHT COOBLLEHMI MO3BONAET
BbINOMHATL GUABTPALMIO MO [aTe, Mo
CTaTycy 0bpaboTku (qocTaBneHo/
3ab10OKMPOBAHO), MO afjpecy NCTOUHMKA
WM HAa3HAYeHWs, BbIMOSIHATb Npu-
HYIUTENbHYIO OTMPaBKY COODLLEHNA,
33a0M0OKMPOBAHHDIX KaK Cram, a TakKe
CO3[aBaTb CMUCKM UCKMIOUEHNI.
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